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Principles of UN ARMS Emergency Plan

The United Nations Archives and Records Management Section, ARMS, attaches the highest importance to the safety and security of individuals and to the safekeeping of records and archives at its facilities in New York:

The overall aim of the UN ARMS Emergency Plan is:

1. to protect UN ARMS staff members
2. to protect internal and external researchers 
3. to protect the archives and records assets of the United Nations and related organizations stored at UN ARMS facilities
4. to ensure business continuity to United Nations headquarters and the global community
5. to communicate emergency needs and strategies to relevant partners inside and outside United Nations headquarters

UN Security has the primary responsibility for staff security.  Therefore, the ARMS Emergency  Plan complements the UN Emergency Preparedness - Guide to UN Staff in NY and deals with the specific details of the ARMS locations.   As part of the United Nations Headquarters complex, ARMS and its staff members are familiar with the Headquarters Emergency Plan and cooperate on all current procedures and directives of Headquarters Security. ARMS management ensures that security focal point representation on the Security Annex Committee occurs proactively to represent the security risks of the ARMS individuals, facilities and assets.
In order to protect both staff and the record assets of the organization, the Emergency Plan is divided into three parts:

1. the Emergency Response Plan (which covers the protection of staff)

2. the Disaster Recovery Plan (which covers the protection of archives and records of the organization)

3. the Risk Mitigation and Disaster Preparedness Plan (which includes checklists to preventative measures to limit risk to the organization).

Under the oversight of the Chief of the Archives and Records Management Section, the Security Focal Point will review the Emergency Plan on an annual basis, during the first quarter of the calendar year or update as needed if there are major changes to the facilities.
A master copy will be stored and maintained in the TRIM data base and the plan is distributed and available to all ARMS staff as well as appropriate individuals involved in Emergency procedures including Department of Management (First and Second Reporting Officers, Executive Office), Department of Safety and Security (USG, Security Control Centre, Locksmith) and the Facilities Management Plant Engineering Chief.  
ARMS Risk Mitigation and Disaster Preparedness Plan  

The ARMS Risk Mitigation and Disaster Recovery Plan includes:
· Description of hazards along and general precautions
· Building Hazards and Risks

· Risk Mitigation Checklist

· Preventative maintenance Checklist

· Daily walk through checklist
1. Hazards
There are four types of hazards to individuals to which this plan applies:  (see annex 1 for details)

Thunderstorms/Lightning

Severe Winter Storm

Riot/Civil Disturbance

Terrorist Attack

2. Building Hazards and Risks
Records need to be safely and securely stored in conditions that provide maximum protection in relation to their value at reasonable cost.  This applies to the records irrespective of their format.  

However it is impossible to prevent all disasters.  Weather patterns change, accidents happen and malicious actions, whether by an individual or on a larger scale, are difficult to predict.  It is therefore crucial to be prepared so that, if a disaster does occur, its impact can be minimized and normal service can be resumed as soon as possible.

The following have been identified as significant risks for ARMS facilities. These checklists have been developed to assist staff in planning for mitigation of these risks. 

	Risk Mitigation Checklist



	
	location
	comments

	Water Hazards
	
	

	Bathrooms/kitchens above collections
	
	

	Water pipes running through collections areas
	
	

	No water detection system
	
	

	Collections stored on basement level
	
	

	Fire Hazards
	
	

	Inadequate fire detection system for compact shelving
	
	

	Inadequate fire suppression system for compact shelving
	
	

	Inadequate number of fire extinguishers 
	
	

	All fire extinguishers not inspected yearly
	
	

	Collection includes cellulose nitrate based films
	
	

	Climate Control
	
	

	The climate control system(s) fail occasionally, causing extremes in temperature and humidity. 
	
	

	Security
	
	

	Staffing is insufficient to properly supervise researchers working with collections
	
	

	Inadequate written policies/procedures for building and collection security
	
	

	Design of the building makes it difficult to supervise researchers working with the collections
	
	

	Housekeeping/Pests
	
	

	No regular housekeeping (vacuuming, dusting, etc.)
	
	

	Inadequate written policies/procedures for housekeeping
	
	

	Food and drink allowed in the storage areas
	
	

	Collections not cleaned once per year (by staff)
	
	


3. Risk Mitigation 
Because records contain information about and provide evidence of business transactions they play an important role in protecting every organization on a day to day business and a crucial role in the event of a disaster.  When a disaster occurs having the appropriate records to hand, i.e. vital records, can make the difference between whether the organisation can continue to operate in the immediate aftermath and/or survive at all in the longer term. 

It is therefore a priority:

· to identify the hazards that records may face

· to have a methodology for assessing and managing these risks

· to identify and protect vital records

	Risk Mitigation Checklist



	
	Action to be taken
	Further comments

	Water Hazards


	
	

	Windows
	Windows should be locked properly. 
	

	Water pipes running through collections areas


	Move vital and critical records from potential water problem areas
	

	Water-bearing equipment (HVAC) nearby and above collections. 
	A/C leaks have occurred in kitchen; also, 4/05 water tank leak damaged 450 reel-to-reel tapes. Need to have all collections at least 4” off the floor and/or install water detectors. 
	

	No water detection system


	Install water detection system in problem areas
	

	Fire Hazards


	
	

	Inadequate fire detection and suppression system for compact shelving


	Follow up with FMS to ensure proper fire and safety systems in place 
	

	Inadequate number of fire extinguishers 

	Follow up with FMS to ensure proper fire and safety system in place
	

	All fire extinguishers not inspected yearly


	Follow up with FMS to ensure proper fire and safety system maintenance
	

	Fire drills not held routinely


	Follow up with UN Security Section to assist in holding Fire drills
	

	Collection includes cellulose nitrate based films


	Store in metal containers 
	

	Climate Control


	
	

	The climate control system(s) fail occasionally, causing extremes in temperature and humidity. 
	Purchase, install and check hydro-thermograph
	

	Security 


	
	

	Staffing is insufficient to properly supervise researchers working with collections
	Ensure adequate staffing resources to ensure proper supervision of researchers 
	

	Inadequate written policies/procedures for building and collection security
	Develop appropriately  policy/procedures and implement; assign staff and provide training
	

	Housekeeping/Pests


	
	

	No regular housekeeping (vacuuming, dusting, etc.)


	Check concerning contract obligations
	

	Inadequate written policies/procedures for housekeeping
	Check concerning contract obligations
	

	Collections not cleaned once per year (by staff)
	Ensure adequate staffing resources for annual cleaning 
	


4. Daily Walk-through Activities
Walk-through activities should take place twice daily and noted in the checklist. (see annex 2 Checklist).  Any problems should be noted in the ‘Incident Summary Report Log’ (Annex 3) along with any follow up action.   The Incident Summary Report Log would be filed in TRIM upon completion of the action or on a monthly basis.

Daily walk-through Checklist 
Morning Walk-Through   

· Evidence of water leakage (walls, ceilings, floors, storage areas) 
· Apparent major change in temperature overnight 
· Apparent major change in relative humidity overnight 
· Security system is disarmed as required 
· HVAC equipment is operating properly
Evening Walk-Through
· Vault door(s) closed and locked 
· Doors to secure areas closed and locked 
· Windows closed

· Evidence of water leakage (walls, ceilings, floors, storage areas)
· All small appliances unplugged
· Lights turned off

· Trouble indicators on fire panels or monitors 
· Security system is armed as required
5. Preventative Maintenance 
Water, fire, security, climate control and pests have all been identified as potential hazards and pose risks to staff and records.  In this regard, there are a variety of activities in which preventative maintenance could mitigate the risk of these hazards or limit damage or injury during a disaster or an emergency.  Security Focal Points are responsible for the activities related to the preventative maintenance checklists. 
Preventive Maintenance Checklist  
Monthly (first week of each month):
(see Annex 3 checklist)




· Check posting of emergency numbers/instructions 
· Check that all elements of the security system are operable 
· Check that backup systems are operable (emergency lights, backup power sources) 
· All keys accounted for 
· Flashlights present in all appropriate locations and are charged Battery-powered radio (with weather band and tone alert) is operable 
· Change hydro thermograph charts

Twice per year (January and June) (see Annex 4 checklist)

· Hold fire drill 
· Inspect roof and drainage systems 
· Inspect windows 
· Inspect fire detection system 
· Inspect fire suppression system 
· Inspect security system 
· Seasonal check of heating/ cooling systems (spring/fall)
Annual (January) (see annex 4 checklist)

· Check/update insurance on equipment and collections 
· Arrange for inspection of building by local fire marshal 
· Flush out fire suppression system 
· Arrange for inspection of fire extinguishers 
· Inspect electrical system 
· Inspect plumbing system 
· Update service contracts 
· Ensure that Emergency plans are updated/distributed
Annex 1
Hazards
There are four types of hazards to individuals to which this plan applies:

Thunderstorms/Lightning

Severe Winter Storm

Riot/Civil Disturbance

Terrorist Attack

Recommendations on Prevention and Protection against natural hazards and civil disturbances

Natural Hazards

Included in this section are descriptions of some of the natural, industrial, and environmental hazards that have been identified as moderate to serious risks for the ARMS facilities, along with general precautions for reducing these risks.

Thunderstorms/Lightning

Thunderstorms area fairly common occurrence, but they can cause severe damage. They can involve heavy rain (which can in turn cause flash flooding), high winds, lightning, and hail. They can also cause tornadoes. Lightning is a serious danger whenever there is a thunderstorm. Lightning is very powerful; it can start fires, cause electrical failures, and seriously injure or even kill people. Hail (which can be as large as a softball) can also cause damage and injury, making it even more important to take cover. 

Preventive actions to reduce the risk of thunderstorm/lightning damage: 

· Be sure staff members know and take seriously the signs that a thunderstorm is imminent (threatening clouds, distant thunder and lightning)

· Keep a disaster kit stocked in case staff members are unable to leave the building for some time (flashlights, radio with weather band, batteries, food and water, first aid kit, etc.). Check all items every six months and replace any expired items (e.g., water, food, batteries).

· Ensure that staff members know how to turn off the electricity and water in case this becomes necessary.

· Check for hazards near your building that could damage the building during a severe thunderstorm

Severe Winter Storm

The term winter storm covers a variety of weather events. Winter storms often involve heavy snow, sleet or freezing rain. If very heavy snow is accompanied by high winds and extreme cold, the storm is termed a blizzard. A Nor’easter is a specific type of storm characteristic of the eastern U.S. coast, in which a low-pressure system gathers strength as it moves up the mid-Atlantic coast, bringing heavy snow and hurricane force winds, along with coastal flooding and beach erosion. Nor’easters usually occur between October and April (although) they can occur at any time and sometimes involve rain rather than snow). When rain falls on surfaces with a temperature below freezing, an ice storm can occur. 

A winter weather advisory is used when poor weather conditions are expected. A winter storm watch is issued when a storm is possible. A winter storm warning is issued when a storm is occurring or will occur shortly. A frost/freeze warning is issued when below freezing temperatures are expected. A blizzard warning is issued when heavy snow, near zero visibility, deep drifts, and severe wind chill are expected.   

Preventive actions to reduce the risk of severe winter storm damage: 

· Install storm windows in your building (or cover windows with plastic), insulate walls and attics, and caulk and weather-strip doors and windows. 

· Winterize your building. Make sure gutters are clear, repair any roof leaks, and trim any tree branches that could fall on your building during a storm. 

· Insulate pipes in your building and allow faucets to drip a little during cold weather to avoid freezing.

· Learn how to shut off the water in the building (in case a pipe bursts). 

· Ensure that the roof of your building is able to sustain the weight of heavy snow accumulation. 

· Put together a disaster kit in case staff members must remain in the building during the storm (drinking water, canned/no-cook food, non-electric can opener, first aid kit, battery-powered radio with weather band and alert, flashlights and extra batteries, blankets/cots/pillows). Check all items every six months and replace any expired items (e.g., water, food, batteries).

Riot/Civil Disturbance

Riots and civil disturbances can threaten staff, buildings, and collections. The causes of riots and civil disturbances are various, ranging from originally peaceful protests that get out of control, to angry responses to particular events, to panic after a natural disaster. Institutions located in urban areas are always more vulnerable, due to the high population concentration. No matter what the cause, knowing how to respond will reduce the risk of injury to your staff and damage to your building and collections. 

Preventive actions to mitigate the effects of a riot/civil disturbance:

· Be aware of any planned protests or other civil disobedience that may occur on your property or on nearby properties. 

· Ensure that all staff members are familiar with evacuation plans, both for the building and for the community. 

· Put together a disaster kit, in case staff cannot leave the building for a period of time (drinking water, canned/no-cook food, non-electric can opener, first aid kit, battery-powered radio with weather band and alert, flashlights and extra batteries).

Terrorist Attack

Terrorism is usually categorized into two types: domestic and international, depending on the origin of those carrying out the terrorist act. Attacks against transportation facilities and/or public services, or chemical or biological attacks, are possible. Chemical agents are poisonous gases, liquids, or solids that have toxic effects on people. Biological agents are organisms or toxins that can make people sick; these can include anthrax, smallpox, Ebola, botulism, etc. It is difficult to predict terrorist targets, but if your institution is a government agency or other prominent public facility, it could be a target. Similarly, if your institution is located near railways, highways, waterways, power plants, government buildings, or other prominent public facilities, there is some risk of terrorist attack. 

Preventive actions to mitigate the effects of a terrorist attack:

· Ensure that all staff members are familiar with evacuation plans, both for the building and for the community.

· Ensure that all staff members are familiar with procedures to follow in the event of a bomb threat. 

· Put together a disaster kit (drinking water, canned/no-cook food, non-electric can opener, first aid kit, battery-powered radio with a weather band and tone-alert, flashlights and extra batteries). Consider adding potassium iodide tablets to your emergency supplies, as these can help block radiation absorption in a radiological emergency.

· Ensure that fire extinguishers are in working order. 

· Know which staff members have first aid/CPR training.

Annex 2

                                   




Date _________________________

Daily walk-through Checklist
	Task
	Yes/No
	Comments

	
	
	

	Morning Walk-Through   
	
	

	Evidence of water leakage (walls, ceilings, floors, storage areas)

	
	

	Apparent major change in temperature overnight

	
	

	Apparent major change in relative humidity overnight

	
	

	Security system is disarmed as required

	
	

	HVAC equipment is operating properly

	
	

	
	
	

	Evening Walk-Through
	
	

	Vault door(s) closed and locked

	
	

	Doors to secure areas closed and locked
	
	

	Windows closed
	
	

	Trouble indicators on fire panels or monitors
	
	

	Security system is armed as required

	
	

	Evidence of water leakage (walls, ceilings, floors, storage areas)
	
	

	All small appliances unplugged

	
	

	Lights turned off


	
	


Annex 3
LOG - Incident Summary report



Month _________
(to be filed in TRIM)

	Date
	Problem  (see relevant Walk Through Check list) 

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Annex 4
Preventive Maintenance Checklist  
Monthly (first week of each month)









Month _________
	Task

	Yes/no
	Comments/Dates

	Check posting of emergency numbers/instructions
	
	

	Check that all elements of the security system are operable
	
	

	Check that backup systems are operable (emergency lights, backup power sources)
	
	

	All keys accounted for

	
	

	Flashlights present in all appropriate locations and are charged
	
	

	Battery-powered radio (with weather band and tone alert) is operable
	
	

	Change hydro thermograph charts
	
	


Annex 5
Preventive Maintenance Checklist  
Twice per year (January and June)

	Task
	Date
	Comments

	Hold fire drill
	
	

	Inspect roof and drainage systems
	
	

	Inspect windows
	
	

	Inspect fire detection system
	
	

	Inspect fire suppression system
	
	

	Inspect security system
	
	

	Seasonal check of heating/ cooling systems (spring/fall)
	
	


Preventive Maintenance Checklist  
Annual (January)                         

	Task
	Date
	Comments

	Check/update insurance on equipment and collections
	
	

	Arrange for inspection of building by local fire marshal
	
	

	Flush out fire suppression system
	
	

	Arrange for inspection of fire extinguishers
	
	

	Inspect electrical system
	
	

	Inspect plumbing system
	
	

	Update service contracts
	
	

	Ensure that Emergency plans are updated/distributed
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