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Guideline on information sensitivity, classification, and handling
Classifying information in the UN
The overall approach to classifying United Nations information is based on the understanding that the work of the United Nations should be open and transparent, except where specific circumstances require confidentiality.  This guidance recommends good practice for classifying UN records in order to:   
· Protect the organization with well-defined information safeguarding practices;
· Encourage explicit awareness of information sensitivity;

· Offer guidance and practices for the safe handling of sensitive information; and

· Give confidence to sensitive information providers that as custodian the United Nations will assure protection and handling measures are commensurate to sensitivity.
This guideline recommends classification and handling instructions that are necessary to prevent unauthorized use and/or disclosure of sensitive information and to control authorized disclosure of sensitive information released by the United Nations to their affiliates and contractors.

Hierarchy of sensitivity of information 

Information may be deemed “sensitive” on the basis of the following conditions:

1. Information which pertains to the safety and security of staff and facilities or endangerment to a third party.

2. Information which pertains to international security or the conduct of international relations.

3. Information which contains privileged political, social, or economic data. 

4. Information which pertains to the integrity of mission operations.

5. Information which pertains to the business processes of the organization.

6. Information which pertains to the privacy of staff members and associates.

7. Information which pertains to criticality and requires immediate availability.

Classification authority

Heads of departments or offices should delegate authority to classify information to subordinate officials and ensure that delegated authorities have a demonstrable and continuing need to exercise this authority.

Classification levels

In relation to the hierarchy of sensitivity, the following sensitivity classification levels may be applied to United Nations information: Strictly Confidential, Confidential, and Unclassified.  A definition of each label may be found in Annex 1. Guidelines and criteria to be followed in applying the aforementioned security classification levels may be found in tabular format in Annex 2.

Duration of Classification

The classification authority should attempt to establish a specific date or event for declassification based upon the duration of the security sensitivity of the information. Upon reaching the date or event, the information shall be automatically declassified.  The date or event should not exceed the twenty years (see next paragraph). 
If the original classification authority cannot determine an earlier specific date or event for declassification, information may be declassified at any time by the same authority. Records that remain restricted will be declassified automatically or be subjected to a declassification review when 20 years old. Those remaining restricted after 20 years shall undergo further declassification review at 5-year intervals. 

Identification and markings

Physically and electronically marking all information with appropriate classification markings serves to warn and inform holders of the degree of protection, if any, that is required. The markings also facilitate distribution, handling, and declassification. It is essential that all sensitive information be marked to clearly convey to the holder the level of classification assigned, the portions that contain sensitive information, the period of time protection is required, and any other notations required for the protection of the information.  

Safeguarding

Heads of departments and offices should clearly delegate authority, roles, and responsibilities to assure control and accountability through the implementation of procedures for safeguarding, handling, and processing sensitive information.

With respect to general restrictions on access, sensitive information shall be disclosed only to authorized persons and those with a need-to-know.  The concept of need-to-know is a determination made by the originator of sensitive information that a prospective recipient has a requirement for access to, knowledge of, or possession of the sensitive information to perform official tasks or services.  

Classified information should remain under the control of the office of origin.  A United Nations office shall not disclose information classified by another United Nations office without the authorization of the office of origin.  Staff members who move from a job in one United Nations office to a job in another United Nations office may not remove classified information from the control of the office of origin.

Classified information may not be removed from United Nations premises without proper authorization.

Heads of departments in co-operation with the Department of Management’s Information Technology Services Division, should establish procedures to ensure that automated information systems, including networks and telecommunications systems, that collect, create, communicate, compute, disseminate, process, or store classified information have controls that:

· permit the creation and storage of labelled information on electronic media;

· facilitate access by authorized persons;

· prevent access by unauthorized persons; and

· ensure the integrity of the information.

Heads of departments and offices should establish controls to ensure that classified information which is created or received by that office is used, processed, stored, reproduced, transmitted, and destroyed under conditions that provide adequate protection and prevent access by unauthorized persons.

Distribution controls


Heads of departments and offices should establish controls over the distribution and receipt of classified information to ensure that it is distributed only to organisations or individuals eligible for access and with a need-to-know the information.  The office of origin is primarily responsible for determining individuals eligible for access and with a need-to-know the information.  Each recipient is responsible for recording receipt of sensitive information.


Departments and offices should update, at least annually, the automatic, routine or recurring distribution of classified information that they distribute.  Recipients should co-operate fully with distributors who are updating distribution lists and should notify distributors whenever a relevant change in status occurs.
Annex 1

Sensitivity Labels

	Strictly Confidential



	The designation that shall be applied only to information or material the unauthorized disclosure of which reasonably could be expected to cause exceptionally grave damage to or impede the conduct of the work of the UN.

	Confidential


	The designation that shall be applied to information or material the unauthorized disclosure of which could be reasonably expected to cause damage to the work of the UN.

	Unclassified


	The designation that shall be applied to information or material the unauthorized disclosure of which could be reasonably expected to have nominal consequences.


Annex 2

Sensitivity Markers

	Commercial-in-Confidence


	Information that has not been given a sensitivity labels, but which may be withheld from the public/unauthorized sources because disclosure would cause a foreseeable harm to an interest protected by the organization or which was supplied in confidence, disclosure of which would constitute a breach of good faith; examples include Contractor Submitted Proposals, Procurement Integrity, information containing trade secrets or commercial or financial information.

	Eyes Only


	The designation that shall be applied to information or material intended only for the recipients specifically indicated.

	Private
	Private Information is any UN information and communication technology data intended for or restricted to the use of a particular person or group or class of persons, not available to the public or broader audience concerning an individual that, because of name, number, symbol, mark or other identifier can be used to identify the individual.  Disclosure of such information would constitute a breach of good faith.

	Vital
	Information that is essential for the ongoing business of a business unit, and without which the business unit could not continue to function effectively; information necessary to protect the rights and interests of the Organisation, its staff, and those who interact with it.

	Government/external source
	Information that is provided by a government or some other source external to the Organization on the express condition that it be treated at a level of classification or confidentiality should have this label applied.


Annex 3
Classification Matrix

	Classification

Label
	Criteria for application

	Strictly Confidential


	Security

International relations

Law and order

Information about individuals (endangerment to individuals or descendants)

Privileged (i.e. adverse comments)

	Confidential


	Information about individuals (good faith breach and/or distress)

Commercial-in-Confidence

	Unclassified


	The designation that shall be applied to information or material the unauthorized disclosure of which could be reasonably expected to have nominal consequences.
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